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engineers, and our customer 
base. We provide training in 
secure systems operations, 
technical security, including 
our highly acclaimed “Cyber 
Warrior” security awareness and 
network security certifi cation and 
accreditation training.

Integrated Capabilities 
and Solutions for Your 
Cybersecurity Mission 

SMEs in Every Aspect of the 
Cyber Security Spectrum. Our 
team includes fully trained 
individuals experienced in the 
full scope of cyberspace COTS 
tools and industry best practices 
from planning to forensics. 
We understand the challenges 
facing law enforcement, 
counterterrorism and homeland 
security professionals – and we 
create workable, timely solutions 
tailored to meet these challenges.

Cross-Domain Solutions and 
Support. Northrop Grumman is 
engaged in support ranging on 
a tactical or global scale, from 
policy to operations and from 
communications to systems 
and training. As a leading 
force in interoperability, we 
provide unique cross-domain 
solutions capable of securely 
sharing data across Justice, 
Homeland Security, Treasury 
and other civilian government 
organizations, as well as 
the defense and intelligence 
communities and with state and 
local governments. 

Optimum Effi ciency and 
Innovation. We have built 
an outstanding and proven 
reputation for quality support 
in terms of people, processes 
and tools. Our advanced labs 
supply tools and capabilities 
that will enhance our customers’ 
cyberspace operations. Northrop 
Grumman continues to invest 
in extensive internal research 
and development in cyberspace 
technologies. Our large contract 
base across civilian, defense, 
intelligence and state and local 
government delivers strong 
linkages for interoperability, 
innovation and mission success – 
true defense in depth.

Achievement Equals Mission 
Accomplishment. At Northrop 
Grumman, our fi rst priority is the 
success of our customers. We are 
proud of our legacy. Backed by 
a customer-focused culture, we 
offer operational, technical and 
program depth across the law 
enforcement, counterterrorism, 
homeland security and many 
other government communities. 
We are keenly aware that our role 
as a leader in cybersecurity is 
driven by trusted relationships 
and customer achievement. That’s 
why we are committed to helping 
set new standards of operational, 
technology and service excellence. 
The stakes are high – achievement 
equals mission accomplishment 
and the continued security and 
safety of our nation and its 
citizens.

Find Out More

To learn how our cyberspace 
solutions can support your 
mission and security requirements, 
please contact us at

Northrop Grumman 
Information Systems 

12011 Sunset Hills Road
Reston, VA 20190
703-556-1000

▼ The Face of Cyber Security
Civil Cyberspace Solutions 

Ensuring cyberspace security for federal civilian government. 
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Northrop Grumman provides 
complete solutions and services to 
help government enterprises meet 
their cyber defense requirements. 
And for organizations ranging 
from the Departments of Justice 
and Homeland Security to the 
Intelligence Community, we offer 
proven capabilities for identifying 
adversaries and conducting 
operations to exploit the cyber 
assets and networks of these 
adversaries. Our experts work 
with customers to equip and train 
personnel to conduct sustained 
operations throughout the 
electromagnetic spectrum.

Northrop Grumman professionals 
are engaged in all areas of 
cyberspace solutions: security, 
systems, networks, operations and 
training. We have the expertise 
to stabilize and optimize 
operations… secure systems and 
data ... and plan and execute 
upgrades to protect against future 
threats. 

Expertise Across the Entire 
Cyberspace Spectrum
■ Situational Awareness 
■ Networks
■ Assessment & Incident 

Prevention

■ Threat Detection & Response
■ Security Certifi cation & 

Accreditation (FISMA)
■ Real-Time Forensics 
■ Cyberspace Operations Planning 

Tools
■ Information Operations 
■ Active Defense
■ Range Support
■ MLS Integrated Network 

Environment (MINE)
■ Information Assurance
■ Identity Management
■ Training & Support
■ Cyber Warrior Training

Proven Experience Across the 
Cyber Domain

Scalable Defense of Information 
and Network Assets. Northrop 
Grumman offers an unsurpassed 
record of success in safeguarding 
highly sensitive, mission critical 
networks and information 
systems. For decades, our 
solutions have met the 
complex security challenges of 
the defense and intelligence 
communities – scaling to meet 

the unique security requirements 
of federal civilian enterprises. 
Equally important, our company 
safeguards its own global 
enterprise network, which 
contains and transports vast 
amounts of secure information 
and repels thousands of attacks 
and threats every year.

Given that no single security 
strategy is 100 percent suffi cient, 
Northrop Grumman employs a 
defense-in-depth methodology 
that uses early detection and 
response to minimize loss. 
Operating 24x7x365, an incident 
response team searches for 
and isolates malicious code … 
immediately deploys patches 
when vulnerability is detected 
…and notifi es the supporting 
security structure.

Our Cyber Security 
Operations Center 
(CSOC) is the fi rst 
line of defense 
for information 
protection and 
the cornerstone 
of a strong 
security program. 
Operating around 
the clock, the 
CSOC protects 
information 

assets and continually assesses 
internal cyber environment. 
Northrop Grumman fi rmly 
believes that early detection and 
proactive analysis are essential 
to maintaining full-dimensional 
protection.

Fighting Criminals, Terrorists 
and More. Adding a wealth of 
sophisticated capabilities to 
your cyber arsenal, our solutions 
and tools enable your team to 
locate and identify persons of 
interests, as well as the networks 
they prowl. With our exploitation 
capabilities, team members 
can access the computers and 
data of adversaries and use 
an array of techniques to gain 
their confi dence and infl uence 
behavior. These are invaluable 
tools in everything from 
counterespionage and the war on 

terrorism to fi ghting organized 
crime, drug dealers and cyber 
criminals, such as malicious 
computer intruders and attackers, 
online predators, piracy and 
intellectual property thieves and 
perpetrators of Internet fraud.

Meeting Security Compliance 
Requirements. Northrop 
Grumman provides certifi cation 
and accreditation to federal 
government customers for their 
unique requirements and reporting 
mandates, including complete 
FISMA support. We understand 

the critical 
importance of 
certifi cation, 
system 
confi guration, 
classifi cation, 
and function 

interactions. 
Our InfoShield™ 

certifi cation and accreditation 
process meets government 
requirements and focuses on 
building security into systems.

Operational Enhancement and 
Training. To stay abreast of 
new technologies and methods, 
Northrop Grumman focuses heavily 
on educating the various user 
communities, including systems 
administrators, application 
developers, information security 

Protecting Civil Government 
Networks, Systems, and Data

Secure and collaborative  
cyberspace is vital 
to the success of our 

Nation’s law enforcement, 
counterterrorism, public 
safety and homeland 
security missions - and to 
the protection of critical 
information technology (IT) 
and network infrastructure 
across all levels of civil 
government.

Invaluable tools in everything from counterespionage and 
the war on terrorism to fi ghting organized crime, drug 
dealers and cyber criminals

Unsurpassed in safeguarding highly sensitive, 
mission critical networks and information 
systems. 

Leveraging cross-domain interoperability, innovation 
and mission success for true "defense in depth."
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